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Example
Big Data enables new business models

Grain Management

Temperature & moisture sensors 
collect data from stored grain

Hazard Monitoring

Temperature &
motion sensors 
monitor grain 
elevators

Why PROFINET?

Uptime and Real time!

(c) 2017
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A strong community drives the standard

Bildergebnis

Weidmüller indusol

(c) 2017
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Industrie 4.0@PI
Status and next steps of the Project Group
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Work packages towards our goals

Industrie 4.0 @ PI  Project

Status Technology Procedure Goal

IPv6
Many detailed functions in
Standard

Development of concept with
customers incl. IT

Auto addressing
naming

OPC UA
Parallel communication 
Integrated Solutions available

Clarify market expectations Cooperation with OPCF

Security
Diverse requirements
Many solutions 

Selection based on 
requirements / Use Cases

Integration of necessary 
security features

Semantics eClass, Automation ML,…
Selection of most important
definition

Integration of existing Features 
in Standard

TSN Many options in Standard Mapping of PN to TSN
Benefit from technology
advancements of Standard-
Ethernet-Technology

(c) 2017
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IPv6

Industrie 4.0 @ PI  Project (c) 2017

As usual, these topics has to fit!
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OPC UA

Industrie 4.0 @ PI  Project (c) 2017

OPC Team Kickoff 

Prio 1: Assetmanagement, Diagnosis

Coordination with IO-Link 

VDMA

Companion Standards

Mapping of the PI-Profiles

NOA NAMUR Open Architecture

Similar requirement
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PLC

Sensor

IO-L-
Master

Sensor

Sensor

Sensor

Gatew.

OPC UA Interface

Device/
IO-L-
Master

Device/
IO-L-
Master

Bridge

Access to data over 

the optimal way

OPC UA: Open communication over boarders

PROFINET enables the best suitable access to data without restrictions

Industrie 4.0 @ PI  Project (c) 2017
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Security: Next steps

Industrie 4.0 @ PI  Project (c) 2017

Task group in the security WG

Experts

Engaged Ongoing

First step

Use Cases / Requirements

Then concept/spec

Security measures
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Schematic diagram of an administration shell; source: eCl@ss data base

eCl@ss solution scenario: the administration shell

Standardized data is a requirement for 
standardized models

Must be possible to map real time world 
to administration shell

Values from real time systems build the 
basis for information in administration 
shell

The collaboration of eCl@ss and PI 
enables consistent data models

(c) 2017
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„Time-Sensitive Networking" (TSN) – Technology 

Industrie 4.0 @ PI  Project (c) 2017

Low Latency 

High AvailabilityRobustness

Synchronization

Functions

TSN consists of several IEEE Standards.

For example:

Enhanced synchronization behavior (IEEE 802.1ASbt)

Suspending (Preemption) of long frames (IEEE 802.1Qbu)

Enhancements for scheduled traffic (IEEE 802.1Qbv)

Path control and bandwidth reservation (IEEE 802.1Qca)

Seamless redundancy (IEEE 802.1CB)

Stream reservation (IEEE 802.1Qcc)

…

→ IEEE defines a „building set“, which can be used by higher level communication 

protocols (also partly)
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TSN will form the basis for 
industrial communication

We use TSN for the

1. Field level
2. Plant level
3. Cloud connection

optimal and 
feasible in practice

Field level

Plant level

(c) 2017
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Plant

Industrie 4.0 @ PI  Project

PROFINET uses TSN 
for communication in the field

Continuity in the user view

Same services 

Same engineering

Standard Ethernet technology 

Wide-ranging chip supply

GBit / IEEE continued development 

High determinism

Integrated synchronicity

Extremely rugged

Even with heavy TCP/IP traffic

(c) 2017

PROFINET@TSN

Machine Machine

PROFINET@TSN
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Architecture PROFINET with TSN

1: Physical Layer

3: Network Layer

4: Transport Layer

5-7: Session /
Presentation /
Application

PROFINET services
(IO, Alarms, records etc.)

100 Mbit / 1 GBit / …

IP

UDP TCP

Proven PROFINET services

Configuration, parameterization, diagnostics

Profiles: PROFIsafe, PROFIdrive, PROFIenergy, etc.

Easy TSN network configuration

Topology configuration only in isochronous mode

Network engineering integrated in PROFINET

Uniform mechanism 

For isochronous and non-isochronous applications

Flexible topologies, no "island formation"

Flexibility on the physical layer

Scalable and easy to 
integrate PROFINET stacks

2: Data Link Layer RT TSNIRT

(c) 2017
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Machine Machine

Industrie 4.0 @ PI  Project

Machine networking with OPC UA

OPC UA 

For horizontal controller / controller 
communication

Cross-vendor interoperability

Procedure

1. Client/Server (TCP/IP)

2. Pub/Sub (UDP)

3. Real time with TSN

(c) 2017

OPC UA@TSN

Plant
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Vertical communication

Industry 4.0 leads to increased 
TCP/IP communication

Examples

From the device to the cloud

SCADA, MES

Quality data, predictive maintenance

Asset management, etc.

Convergence with TCP/IP is and remains an 
integral part of PROFINET architecture

Greater bandwidth and resilience due to 
TSN mechanisms Machine Machine

Plant

TCP/IP

(c) 2017
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TSN network configuration

Maschine

Outlook: 

Use of PROFINET network infrastructure 

for additional TSN streams

Continuity: PN@TSN for cyclic 
I/O data exchange (fieldbus)

Also: Plug&Work

Use of existing TSN device HW

TSN technologies for network configuration:

Stream Reservation protocols

UNI interface: Plug&Work

Central / Distributed

learn & 
adopt

Not yet 

standardized

(IEEE, IEC)

Different 

applications share 

the network and 

get QoS

(c) 2017
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Maschine

Industrie 4.0 @ PI  Project

Summary

PROFINET and OPC UA form the basis for industrial 
communication for Industry 4.0

PROFINET = Fieldbus with tried and proven user view

OPC UA = M2M, M2Cloud, Device2Cloud

Convergence with TCP/IP is important on all levels

PROFINET and OPC UA will use TSN in the future

TSN offers more

Bandwidth

Deterministic, ruggedness 

Plug&Work networks 

Standard chips

The industry will still be talking about PROFINET tomorrow!

Bildergebnis für opc ua

(c) 2017
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